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METHOD AND SYSTEM TO 
REMOTELY ENABLE SOFTWARE- 
BASED OPTIONS FOR A TRIAL 

PERIOD 

Background of Invention 

[0001] The present invention relates generally to an automated system to enable 
software-based options, and more particularly, to allow remote enablement of 
such options for a predetermined time period in remotely installed equipment, 
such as medical diagnostic equipment. 

[0002] Medical diagnostic equipment and supporting systems, such as medical 

imaging systems, have become increasing complex in recent years. Examples of 
such systems include magnetic resonance imaging (MRI) systems, computed 
tomography (CD systems, ultrasound and x-ray systems, and positron emission 
tomography (PET) systems. These systems include many different options, some of 
which are not enabled based on needs and costs. To add to the complexity of each 
particular imaging system, many facilities today incorporate a variety of such 
equipment all of which may not be configured identically. In larger facilities, the 
systems may be networked to permit common management and control. Further, 
such systems may be networked with a picture archiving and communication 
system (PACS) for storing digitized image data for subsequent retrieval and 
reconstruction. Additionally, teleradiology systems involve transmitting digitized 
image data to remote locations for review and diagnosis by specialized physicians 
and /or radiologists. 

[0003] Because these medical diagnostic systems are used by different facilities with 
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differing needs, not all of these systems operate identically. That is, although 
identical software may be installed at the factory, certain options are not desired or 
requested by a customer, and therefore are not enabled. If a customer later wants 
to add these options to their equipment, service personnel with appropriate 
training would have to physically travel to the facility where the equipment is 
present to enable the software in order for the customer to gain access to a 
particular option. 

[0004] improvements in computer networks have greatly facilitated the task of 
offering assistance to remote facilities with medical imaging equipment. In 
particular, rather than having to call a service center and talk to a technician or 
engineer, or await a return call from the service center, network technologies have 
facilitated proactive techniques wherein the service center may contact the medical 
diagnostic equipment to directly check the status of subscribing equipment. 
Further advancements have been proposed to provide remote service to medical 
diagnostic systems in an effort to provide a level of service on a continual and 
interactive basis as needed by many facilities. In one such system, a service center 
can interactively receive messages via a network and can respond automatically to 
the messages if configured correctly. Data required to analyze the state of 
operation of the medical diagnostic equipment can be transferred during an 
electronic connection. This technique greatly facilitates identification of system 
problems, allows questions to be posed to the subscribing service provider, 
facilitates transfer of updates and imaging protocols, and permits standard and 
customized reports to be transmitted to subscribing systems or stations. The 
interactive aspect of this technique allows the medical diagnostic facility to remain 
current on services provided by the centralized service facility and to readily 
communicate with the centralized service facility. 

[0005] While such advancements in the provision of remote services to medical 

diagnostic equipment has greatly enhanced the level of service and information 
exchange, they have not been used to enable options in the equipment.. 

100061 There is a need for an automated system where a customer, a sales specialist, 
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or a field engineer would have the ability to select, create, download, and install 
feature options for products that typically have the option software already 
installed. Many times, these requests will be made by a customer for an extended 
trial period. It would therefore be desirable to have an expiration period to allow a 
customer to use the option on a trial basis before purchasing the option. 

Summary of Invention 

[0007] The present invention is directed to a system and method to remotely enable 
software-based options for a trial period in remotely installed equipment 
automatically to overcome the aforementioned concerns. 

[0008] The present invention includes a technique that includes hardware and 

software to enable such options in remotely installed equipment. Such a system 
includes a subscribing station that is remote from an on-line center and has at 
least one in-field product that is controlled by a computer. A communications 
network connects the on-line center to the subscribing station such that the on- 
line center is capable of receiving and authenticating a user I.D., validating an 
option request, and creating an option key in response to the option request. The 
communications network relays data from the on-line center to the subscribing 
station and includes a communications portion in the on-line center and in the 
subscribing station. The communications network connects the on-line center to a 
subscribing station through an external communications network, such as the 
Internet, direct dial-up links, or a wireless platform. Once a software option key is 
generated by the on-line center, the on-line center transmits the option key 
through the communications network to the subscribing station to enable the 
option. In one embodiment, the option key is automatically downloaded, installed, 
and verified. Once operation of the option is verified, an email is sent back to the 
requestor notifying the requestor that the option is now enabled. In another 
embodiment, the option key can be emailed or sent through the Internet via the 
transfer protocol (FTP). 

[0009] 

In accordance with the process of the present invention, a method to remotely 
enable software-enabled options is disclosed that includes receiving a user I.D. at 
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[0010] 



[0011] 



[0012] 



a centralized facility from a user, and receiving an option-enabling request from 
the user specifying an option requested to be enabled in the equipment at the 
subscribing station. The method also includes confirming that the option has not 
already been enab.ed at the centralized facility and sending an enabling feature 
from the centralized facility to the equipment in the subscribing station to acfvate 
the option in the equipment. 

in accordance with another aspect of the invention, a computer program is 
disclosed which, when executed by a computer, will cause the computer to receive 
an option-enabling request from a user to request an option be enabled m a 
medical device located remotely from an on-line center. A system I.D. will be 
received by the computer program and va.idated with data from a database at the 
on-line center. The option-enabling request will then be compared with any other 
option request for that particu.ar system and rejected if the opt.on-enabl.ng 
request has previously been enabled. Otherwise, the computer will generate an 
option key and forward the option key to either the user to manua.ly enable the 
option, or directly to the medical device to automatically enable the option. 

Accordingly, the present invention also includes a computer data signal 
embodied in a carrier wave and representing a set of instructions which, when 
executed by a processor, will cause the processor to enable an option in a dev.ce 
by receiving a user I.D. at a centralized facility from a user, and receiving an 
option-enabling request from the user specifying which option the user requests 
to be enabled in the particular device at a remote subscribing station. The set of 
instructions in the computer data signal also includes confirming that the opt.on 
has not already been enab.ed, and sending an enabling feature, such as a software 
key, from the centralized facility to the device in the remote subscribing station for 
activating the option in the device. 

Various other features, objects and advantages of the present invention will be 
made apparent from the following detailed description and the drawings. 

Brief Description of Drawings 
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[001 3] The drawings illustrate a preferred embodiment as presently contemplated for 

carrying out the invention. 
[0014] in the drawings:Fig. 1 is a block diagram of a system for which the present 

invention is implemented therein. 
[001 5] Fig. 2 is a flow chart showing a process of the present invention and 

implemented in the system of Fig. 1 . 

Detailed Description 

[001 6] Referring to Fig. 1 , an overview block diagram of a medical diagnostic and 
service networked system 1 0 is shown which includes a plurality of subscribing 
stations, such as Customer A referenced with numeral 1 2, and Customer B 
referenced with numeral 1 4. It is understood, that the number of subscribing 
stations can be limitless, but two specific embodiments are shown with Customer 
A and Customer B, which will be further explained hereinafter. The subscribing 
stations 12, 14, are connected to an on-line center 1 6 through a communications 
link, such as a network of interconnected server nodes 1 8 or a remote link 20. 
Although a single on-line center is shown and described, it is understood that the 
present invention contemplates the use of multiple on-line centers, each capable 
of communication with each subscribing station. Each subscribing station has 
operational software associated therewith which can be configured, serviced, 
maintained, upgraded, monitored, enab.ed or disabled by the on-line center 1 6. 

[001 7] The various systems disclosed are configured to be selectively linked to the 
on-line center 1 6 by either the remote link 20, or in the example of subscribing 
■ station 1 2, a laptop computer 22 connected to an interna, network 24 of Customer 
A. Such selective linking is desirable to provide upgrades, maintenance, service, 
and general monitoring of the various systems and equipment at a customer site, 
which includes accessing data from the systems and transmitting data to the 
systems, for example. 

t001 81 in general, a customer site may have a number of in-field products. A 

subscribing station may include a variety of medical diagnostic systems of various 
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modalities. As an example, in the present embodiment, the in-field products may 
include a number of networked medical image scanners 26 connected to an 
internal network 24 served by a single scanner 28 having a workstation configured 
to also act as a server, or configured as a stand-alone server without a medical 
image scanner associated therewith. Alternately, a subscribing station, or customer 
site 1 4 can include a number of non-networked medical image scanners, 30, 32, 
34, each having a computer or work station associated therewith and having an 
internal modem 36, 38, 40 to connect the subscribing station to a communications 
link, such as the Internet 1 8 through links 37, 39, and 41 , respectively, to 
communicate with the on-line center 1 6. Internet 1 8 is shown in phantom to 
indicate that an external communications network can include Internet 1 8, 
together with communication links 29, 37, 39 and 41 , or alternatively, can include 
direct dial-up links through dedicated lines, an intranet, or public communications 
systems. 

It is understood that each of the network scanners 26 has its own workstation 
for individual operation and are linked together by the internal network 24 so that 
the customer can have a centralized management system for each of the scanners. 
Further, such a system is provided with communications components allowing it to 
send and receive data over a communications link 29. Similarly, for the non- 
networked medical image scanners at subscribing station 14, each of the scanners 
30, 32, 34 have individual communications links 37, 39, 41 . Although Fig. 1 shows 
each of these links connected through an open network 1 8, these links can permit 
data to be transferred to and from the systems over a dedicated network as well. 

l° 020] The embodiment shown in Fig. 1 contemplates a medical facility having such 
systems as magnetic resonance imaging (MRI) systems, ultrasound systems, x-ray 
systems, computed tomography (CT) systems, as well as positron emission 
tomography (PET) systems, or any other type of medical imaging system, however, 
the present invention is not so limited. Such facilities may also provide services to 
centralized medical diagnostic management systems, picture archiving and 
communications systems (PACS), teleradiology systems, etc. Such systems can be 
either stationary and located in a fixed place and available by a known network 
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[0021] 



address, or be mobile having various network addresses. In the embodiment 
shown in Fig. 1 , each customer subscribing station 1 2, 1 4 can include any 
combination of the aforementioned systems, or a subscribing station may have all 
of a single type of system. A customer subscribing station can also include a single 
medical image scanner. Mobile diagnostic systems can be configured similarly to 
that of subscribing station 1 2 or subscribing station 14. Such mobile diagnostic 
systems can include equipment of various modalities, such as MRI, CT, ultrasound, 
or x-ray systems and are mobilized in order to service patients at various medical 
facilities. 

The software enablement for trial process and system of the present invention 
can be initiated by authorized personnel, such as an on-line engineer or 
technician, or customer administrative personnel from a computer or workstation 
42 in the remote link 20, which can be a part of the on-line center 1 6, or be 
separately connected to the on-line center 1 6 by a dialup link 44 to a web server 
46 in the on-line center 1 6. Alternatively, it is contemplated that the system could 
be initialized by a laptop computer 22 connected to a customer internal network 
24, or individually connected to each of the scanners 30, 32, or 34. The remote 
link 20 also can serve to connect the on-line center 1 6 to a subscribing station by 
a telephone and telephone connection 48 through a conventional telephone 
network 50 and to an interactive voice recognition system (IVR) 52 in the on-line 
center 16. The on-line center 1 6 includes a number of processing systems 
including computers for the IVR system 52, an automated support center 54, and 
the web server 46. Other processor systems include computers to maintain a 
voicemail system 58, a pager system 60, an email system 62, and a main frame 64, 
and more generally, an output report generator and notifier. Each is connectable 
and can transmit data through a network, such as an ethernet 66 with one another, 
and/or with at least one database 68. However, it is understood that the single 
representation of a database in Fig. 1 is for demonstrative purposes only, and it is 
assumed that there is a need for multiple databases in such a system. It is also 
understood that the IVR system is not only a voice recognition system, but can also 
process interactive keypad entry from a touchtone telephone 48. A bank of 
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modems 70 is connected to the ethernet 66 to relay data from the on-line center 
1 6 to the subscribing stations 12,14 through a plurality of modem links 72. 

[0022] As previously discussed, each of the systems and substations described herein 
and referenced in Fig. 1 may be linked selectively to the on-line center 1 6 via a 
network 1 8. According to the present invention, any acceptable network may be 
employed whether open, dedicated, virtual private, or so forth. The 
communications links to the network may be of any acceptable type, including 
conventional telephone lines, fiber optics, cable modem links, digital subscriber 
lines, wireless data transfer systems, or the like. Each of the systems is provided 
with communications interface hardware and software of generally known design, 
permitting them to establish network links and exchange data with the on-line 
center 1 6. The systems are provided with interactive software so as to configure 
the systems and exchange data between the subscribing stations and the on-line 
2 nter 16. In some cases, during periods when no data is exchanged between the 
Ascribing station and the on-line center, the network connection can be 
terminated. In other cases, the network connection is maintained continuously. 
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[° 023] The present invention includes a method and system for enabling software 

implemented options in the equipment at the subscribing stations such as 1 2, 14, 
from the on-line center 1 6. As previously indicated, the equipment, including 
medical imaging devices, would have software installed therein that controls 
options that are typically enabled or disabled manually by a field engineer on-site. 
The present invention is directed toward a method and system to remotely enable 
these options for a trial basis and/or for permanent use. The software enabled 
options can be enabled by a customer, field engineer, or other authorized 
personnel with an appropriate user I.D. at the subscribing stations 1 2 , 1 4, or from 
the remote link 20. From a centralized facility, such as on-line center 1 6, after 
appropriate authentication and validation, a software key is generated in the on- 
line center 1 6 and electronically sent via the communication links 29, 37, 39, 41 , 
and/or 72, preferably over the Internet 1 8, but other public communications 
systems can work equally well, such as direct dial-up or wireless communications. 
As previously set forth, it is understood that the external communications links can 
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include a closed intranet system or an open public communications system. 

[0024] Referring to Fig. 2, once the process and/or software is initiated 1 00, a user 
I.D. is input by a user, either an authorized field engineer or authorized customer, 
at the subscribing station or a remote link, which is then sent electronically and 
received at the on-line center 1 02. The on-line center then authenticates the user 
I.D. 1 04, and if the user I.D. is not authenticated 1 06, the user is prompted for a 
new, valid user I.D. at 1 02. After a user I.D. is authenticated 1 04, 1 08, the user 
enters the particular option requested and the on-line center receives the user 
request at 1 1 0, together with a system I.D. identifying the" particular piece of 
equipment, such as any of the scanners 26-34. The on-line center then validates 
the system I.D. at 112, and if the I.D. is not valid 1 1 4, the user is prompted to re- 
enter the data. Once the system I.D. is validated 112, 1 1 6, the on-line center then 
checks to see whether or not a software enabling key has already been generated 
and downloaded for that particular option at 1 1 8. If it has 1 20, the user is 
prompted to enter either a different system I.D. or a different option request and 
the system loops through accepting the user request 1 10 and validating the 
system 1 12. If a software option-enabling key had not been previously 
downloaded for the option requested on the specific piece of equipment 1 1 8, 1 22, 
the on-line center generates the software key 1 24, after which a determination is 
made as to how to transfer the software key at 126. That is, if the system is so 
equipped, and automated activation is desired 1 26, 1 28, the software key is 
downloaded to the product/equipment 1 30 and the software key is automatically 
installed to activate the option requested 1 32. The system then automatically 
verifies the enablement of the option and sends a verification email 1 34 from the 
on-line center to the user and/or the subscribing station 1 34, after which the 
technique is concluded at 1 36. Alternatively, if either the field engineer or the user 
desires to manually install the software key, or if the equipment cannot accept 
downloaded installation of the software key 126, 1 38, the software key can be 
emailed or sent via file transfer protocol 140 to allow the user or field engineer to 
install the option, after which the process is complete at 1 36. 

[0025] Accordingly, the present invention includes a method to remotely enable 
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software enabled options that includes receiving a user I.D. at a centralized facility 
from a user and receiving an option-enabling request from the user specifying an 
option requested to be enabled in the particular equipment at a subscribing 
station. The on-line center, or centralized facility, then confirms that the option 
has not already been enabled, and if it is not, an enabling feature, such as the 
software key, is then sent from the centralized facility to the equipment in the 
subscribing station to activate the option in the equipment. Preferably, the 
software key enables software that is already installed in the equipment, however, 
it is within the realm of the present invention that the software can also be sent 
with the enabling key. The system is designed to enable the option for a 
predetermined time period to allow the user to experiment with the option before 
purchasing it. 

[0026] The invention includes an option-enabling system that includes at least one 

subscribing station having at least one in-field product, such as a medical imaging 
scanner, that includes a computer programmed to control the product. The system 
includes an on-line center capable of receiving and authenticating a user I.D., 
validating an option request, and creating an option key in response thereto. A 
communications network connects the on-line center to the at least one 
subscribing station to relay data. The communications network includes a 
communications portion in each of the on-line center and the subscribing station 
and further includes the ability to connect the on-line center to the subscribing 
station through an external communications network. The system can then 
transmit the option key from the on-line center to the subscribing station in 
response to a user I.D. receipt and authorization, and a valid option request 
receipt. 

[0027] j nventjon a | so j nc | uc jes a computer program which, when executed by a 

computer, causes the computer to receive an option-enabling request from a user 
to request an option that is desired to be enabled in a medical device that is 
located remotely from the on-line center, and receive a system I.D. and validate 
that system I.D. with data from a database at the on-line center. The computer 
program then compares the option-enabling request with any other option request. 
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for that system I.D. in the database at the on-line center and rejects the option- 
enabling request if the comparison results in a predefined number of matches. 
Preferably, if there is one match, that indicates the user has already tried that 
option on that particular piece of equipment, and is locked out from attempting 
another trial. If there are no matches, the computer program generates a software 
option key and forwards that option key to either the user for manual installation, 
or directly to the medical device to automatically enable the option. 

[0028] Accordingly, the invention also includes a computer data signal embodied in a 
carrier wave and representing a set of instructions which, when executed by at 
least one processor, causes the processor to enable an option in a device by 
receiving a user I.D. and an option-enabling request at a centralized facility from a 
user specifying an option requested to be enabled in the device at a subscribing 
station, and then confirming that the option has not already been enabled. If it has 
not already been enabled, an enabling feature is sent via the computer data signal 
from the centralized facility to the device in the subscribing station to activate the 
option in the device. 

[0029] Preferably, the software option key is generated with an embedded time or 

date stamp that controls an expiration period of the option. When that time or date 
is reached, the option is automatically disabled. It is also contemplated that the 
present invention will be capable of generating multiple keys for multiple product 
applications to enable options on multiple products with a single run through by a 
user. 

[0030] The present invention has been described in terms of the preferred 

embodiment, and it is recognized that equivalents, alternatives, and modifications, 
aside from those expressly stated, are possible and within the scope of the 
appending claims. 
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